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What are matrices?

e A matrixisasetof numbersina ].
fixed number of rows and
columns

e Thenumbersinamatrix 2
represent data or mathematical
equations

e Each numberinamatrixis called 3 6
an element or an entry

e A matrixwithmrowsandn
columns is called a m x n matrix 3 x 2 matrix
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Example

1.) Whatsizeis A?

2.) What s the third column of
A?

3.) What s the second row of A?

LetA =

oo I r—

l\]oxw.




Matrix Arithmetic: Matrix Addition

e We can get the sum of two matrices of the same size
by adding elements in the corresponding positions.

e Two matrices of different sizes cannot be added, as
they don’t have the same dimensions and they will
not both have entries in some of their positions.



Matrix Addition Example
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ENCRYPTED DECRYPTED
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Cryptography

Cryptography Techniques
Cryptography: secure communication techniques in which data is encrypted and
secures information in computer systems.

Ensures integrity of data in transit and data at rest

Cryptography was used in the military during times of war to encode messages
before being sent and the recipient would decode the message in order to keep
information safe

During world war |, cryptography had a huge impact on the outcome of the war
Cryptography is also used to ensure safe online shopping, bank transactions,
computer passwords, communication networks, chip based payment cards,
military communications, etc.



Ciphers

A cipher converts readable text (plaintext) to encrypted text (ciphertext) in which it can only be read by reversing
the process (decryption).

Types of Ciphers:

e Caesar Cipher (Substitution Cipher): named after Julius Caesar, a substitution method in which each letter
in a message are shifted by a fixed number of spaces which results in an encoding alphabet.
Transposition Ciphers: Keeps letters the same but rearranges the order based on a specific algorithm.
Polygraphic Ciphers: substitutes a letter for another and substitutes with two or more groups of letters.
Permutation Ciphers: positions held by plaintext are shifted to a regular system so that the ciphertext
forms a permutation of the plaintext.

e Private Key Cryptography: sender and receivers need to have a pre-shared key. Shared key is kept secret
from other parties and will be used for encryption and decryption.

e Public Key Cryptography: includes two different keys, private and public, used for encryption and
decryption. The sender will use the public key for encryption, while the private key is kept secret from the
receiver.



More on Cryptography

e One method of encryption uses matrix multiplication and matrix inversion.
e The use of encryption has evolved into secure communication and in keeping private data

secure.
e Modern cryptography involves mathematics, computer science, information security, digital

signal processing, physics, etc.

Cryptography
Readable format Non-readable Readable format.
Non-encrypted format Non-encrypted

data Encrypted data data



Use of Matrices in Cryptography

Matrices are used to encode and decode messages
Procedure:

1.) The message is converted into a string of numbers by randomly assigning a number to each letter
of the message

2.) The string of numbers is converted into a new set of numbers by multiplying the string to a square
matrix that has an inverse. The new set of numbers represents the coded message.

3.) Inordertodecode the message, you must multiply the string of coded numbers and multiply it by
the inverse of the matrix to get the original string of numbers

4)) Lastly, by connecting the numbers to their corresponding letters, your result will be the original
message



Encoding a Message

We will use the table to encode the message:

ATTACK NOW

We will also use matrix A to encode the message

A

2
3

AB CDEFGHTIJ]T KTILM
1 2 3 4 5 6 7 8 9 10 11 12 13
NOPQRSTUVWXYZ
14 15 16 17 18 19 20 21 22 23 24 25 26

Space (-) is represented by the number 27



ABCDEFGHTIIJKLM
Procedure 123 456789101 1R21B

1.) First,we will divide the letters in the message in groups of 2 N O P Q RS TUVWXY I
A TA CK N oW BB DDLU

2.) Next, assign the numbers to the letters from the table, which will convert each pair of numbers into
2 x 1 matrices

318 (-1 150

BHESEE
N[ |14] w|  [23




Procedure Cont.

3.) We will result with 2x1 matrices being expressed as the message

Lol 10 1] 3

.) In order to encode, we have to multiply each matrix of the message by matrix A

l | | B e R A B 1

5.) We will get our coded message through multiplication of matrices

o) 1) el 18] [5e



Decoding a Message
Decode an encoded message using matrix A [ 1 2 ]

ol s Lsel Lin ] [66)

(Note that the message was encoded by multiplying by matrix A as shown in
the previous example)



Procedure

1.) Usetheinverse of matrix A to decode the message

S I -

2.)  Now we multiply each matrix by the inverse of matrix A

MSIFEN



ABCDEFGHI JEKLM
Procedure Cont. )3 S TRy nnn D

.) Result after multiplication:

1 7 NOPQRSTUVWXYZ
16 PN ANNDUDY Y

3.) Lastly, we will associate the numbers with the corresponding letters

HHHHH

The message is: KEEP IT UP
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